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AHOamna
byn makanala kpunmomarnday npoueci 3amaHayu 6ardapnamarsbiK Kypandapobi KordaHy apKbifibl Xy3ese
acbIpbinObl XoHe Hamuxxeriep albiHObl, X8He 6i3 ocbli Cryptool 6ardapnamackiH natidanaHbin mandayra KememiH
yakbimmbiH alumapribikmall  KbiCKapFaHblH Kepemi3. OHnalH—bardapnamadaH amanfaH KraccukanbiK wugbpnay
anzopummiAepiH natdanaHy MyMKiHOI2i xaHa cmydeHmmep ywiH eme biHfalsibl.
TytiH ce3dep: Cryptool Llezapb, Ambauw, NMonubul, Bueerep, [epeki kyw wabybirnbi

AHHOTauuA
B daHHoU cmampbe 6b1n1 nposedeH rpouecc KpunmoaHanu3sa ¢ Ucrosib308aHUEM COBPEMEHHbIX NPo2paMMHbIX
cpedcme U rosly4deHb! pe3yibmamsal, U Mbl 6UOUM, YmOo epemsi, Heobxodumoe Onsi aHanu3a ¢ Ucrosb3o8aHuem 0aHHoU
npoepammbi  Cryptool 3HadumesibHO cokpauwjaemcsi. B0o3MOXHOCMb UCMONBL308aHUSI  YIOMSIHYMbIX K/1aCCUYeCKUX
ana2opummos wugposaHusi u3 rpoepammbl OHalH o4eHb y0obHa Orist HO8bIX YHEHUKOS.
Knrogeenie cnoea: Cryptool , Llezapb, Ambauw, lNonubud, BueeHep, Amaka epy6ol cusbi

Abstract
In this article the process of cryptanalysis using modern software tools was carried out and the results were
obtained, and we see that the time required for analysis using this Cryptool program is significantly reduced. The
possibility of using the mentioned classic encryption algorithms from the online program is very convenient for new
students.
Key words: Cryptool, Caesar, Atbash, Polybius, Vigenere, Brute Force Attack

Caesar's encryption algorithm. Julius Caesar uses the following encryption algorithm in his letters to
ensure mission confidentiality when sending confidential tasks by letter. Instead of the uppercase and
lowercase Latin letters involved in the letter, he writes a letter that comes after the letter K in the alphabet (he
thinks that the letter a comes after the letter z in the alphabet). The encryption can be expressed using
modular arithmetic by first converting the letters into numbers according to the scheme A=0,B=1,..., Z =
25. Encryption of a letter can be mathematically described by n shifts.

E,.(x) = (x + n)mod26

For example, when K = 3: Message: abcdefghijkimnopqgrstuvwxyz. Password:

defghijkimnopgrstuvwxyzabc. The following formula is used for decryption, which is the reverse of encryption
D, (x) = (x —n)mod26

In cryptanalysis of the Caesar cipher, the following two situations can be considered:

1) The parser knows (or guesses) that some simple replacement cipher is being used, but it is not a
Caesar cipher;

2) the parser knows that he is using a Caesar cipher, but does not know the shift value.

In the first case, the cipher can be cracked using techniques such as frequency analysis or pattern
words, as in the case of a simple substitution cipher. The analyst can quickly detect a pattern in the solution
and conclude that the Caesar cipher is the particular algorithm in use.We use Cryptool software to perform
ryptanalysis in Caesar. You download the program from https://www.cryptool.org/en/ct2/downloads and run
it. The main window of the program is shown in Figure 1.
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Figure 1. Cryptool main window

The templates section of Cryptool has cryptanalysis templates, and the result is obtained by entering
the analysis sequence into this ready template or empty window. The Cryptanalysis section is divided into
classic and modern sections. In Figure 2 below, Caesar's encryption algorithm has been analyzed using the
frequency analysis method.

Figure 2. Caesar cipher frequency analysis method

Figure 3. Trying the Caesar cipher

We also use brute force analysis for the Caesar cipher.Figure 3 shows the result of brute force
analysis. The code is entered in the part marked in the picture.

Atbash encryption algorithm. Atbash is an ancient encryption system created in the Middle East. It
was originally used in Hebrew; some historians and cryptographers believe there are examples in the Bible.
The name «Atbash» comes from the first Hebrew letter Aleph and the last letter Taf. The atbash cipher is a
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simple permutation cipher based on rearranging all the letters of the alphabet so that the result is reversed.
Atbash is also a substitute for a password. Since each letter corresponds to another, it provides very little
security. The first letter is replaced by the last letter, the second letter by the penultimate letter, and so on.
The finished cipher looks like this:

Massage: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: ZYXWVUTSRQPONMLKJIHGFEDCBA

An example of plaintext encrypted text using Atbash:

Massage: MEETMEATONE
Cipher: NVVGNVZGLMV

As you can see and as mentioned above, the atbash cipher provides no security once the encryption
method is found. https://www.cryptool.org/en/cto/atbash provides atbash encryption at the link below. Figure
4 shows an example of the atbash cipher.

Figure 4. Atbashda password online result

Polybius encryption algorithm. A Polybius square is a table that allows someone to convert letters
into numbers. This table can be randomized and passed to the recipient to make encryption a little harder.
To fit the 26 letters of the alphabet into the 25 cells created in the table, the letters "i" and "j" are usually
combined into one cell. Originally there was no such problem because the ancient Greek alphabet had 24
letters. The size of the square changes depending on the type of the alphabet (Table 1).

Table 1

Encryption is based on this table, for example, we encrypt the word «cybersecurity» based on the
Polybius table.

Plain text = cybersecurity

Cipher text =252412154253115121432455312425

Encryption is done online at https://cryptii.com/pipes/polybius—square, and decryption can be done at
the same address. Figure 5 shows the process.
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Figure 5: Process of online encryption and decryption of the Polybius cipher

Vigenere encryption algorithm. Vigenere encryption weakens the frequency characteristics of the
appearance of characters in the text, but some features of the appearance of characters in the text are
preserved. The main disadvantage of the Wiener cipher is that its key is repeated. Thus, a simple
cryptanalysis of the cipher can be constructed in two steps:

1. Finding the key length. The distribution of frequencies in the ciphertext can be analyzed in
different ways. That is, obtain a text containing every second letter of the ciphertext, then every third letter,
and so on. As soon as the frequency distribution of the letters differs significantly from the uniformity (e.g. by
entropy), we can talk about the length of the key found.

2. Cryptanalysis. | A set of Caesar ciphers (where | is the length of the found key), which are easily
cracked individually. The Friedman and Kasiski tests help determine the length of the key.

Table 2

This component uses the output to find the secret key. Key sizes from one to twenty are tested.
Normal text and the best candidates are displayed in the leaderboard. You can also use this template to
create plaintext by selecting keys automatically selected by the Vigenere encryption algorithm. To do this
you need to set the «auto—key» on the analyzer, the process is shown in Figure 6.
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Figure 6. Process of cryptanalysis of the Wegener's encryption algorithm

In conclusion, we can say that the time required for cryptanalysis in the software tools of modern
information technology has proven to be more advanced and less time—consuming than the traditional
method of analysis. The implementation of these software tools in the educational process is found to be
effective. This article is given as a practical work to the student as an assignment on cryptanalysis, and we
get new results from them
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AHOaTna

MakanaHbiH e3ekminiei yugpnbsiKk mexHosoausnapObl KondaHa ombipbin, 6iniv 6epy npoueciHe KolbinambiH
3amaHayu mananmapra balnaHbicmbl. Makcam—mamemamuka cabakmapbiHOa, Yl marncbsipMmanapbiH OpbiHOay KesiHoe
JKOHE CbIHbINMaH mbIC XyMbicmapoa yugpribik opmaHb! KypyOblH OHmaulsbl ¢popmanapbiH, Kypandapbl MeH 8dicmepiH
maby. Makanada mekmenmeai 6iniv 6epydiH uughpriblk opmackiHbIH OeHeaeliepi KenamipinaeH: UHCMUMmyyuUuoHarsnohbl,
acnanmelK, MeHOIK—OamMbImyWwbinblK;, MamemamukanbsiK 6iniv any weHbepiHOe noaHOiK—OamMbIimywbinblK OeHeeldiH
KYPbIbIMObIK—Ma3MyHObl  Ma3MyHbl eaxel—meaxelni cunammarnfaH. MakanaHbiH aemopribiK MamepuarsbiHbIH
KYHObINbIFbI MameMmamukarbiK 6iniv 0eHeeliiH apmmbipyra barbimmarsiraH caHObIK KypbliFbliapOblH KeH ayKbIMbIMEH
aHbIKmanaoebl.

TyliHdi ce3dep: uupnbiKk opma, uuprblKk opma OeHeelnepi, Mamemamukarnblk 6inivM, OKywhbinap,
UHMepHem—mexHosioausinap, yugprsik pecypcmap, biniv 6epy nopmandapsi.
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